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Il. Introduction
A. What is a Traffic Representative (Traffic Rep )7t

1. The Pacific Area Ops Gu ide states: Stations appointed to bring traffic
from the Winlink state mailbox or other sources of traffic shall be
referred to assbdobatabhsc Rep

2. The PAOG further says of these stations that: They were previously

referred to by various titles, includin
oTraffic Guard. o6 These terms should no
Area.

3. The PAOG goes on to point out that: The Traffic Rep is a station that
is a representative of a specific net i e.g., the 9A1B or 9A1E nets i who
takes traffic from several sources for delivery  to the net and takes
traffic from his/her assigned net fo r distribution via other nets or the
MARS Winlink 2000 System.

4. The questions that will be considered here are:

a. What tools are available to help the Traffic Rep in the performance
of duties, and

b. What are the duties of the Traffic Rep .
B. The Navy -Marine Corps MARS Winlink 2000 System.

1. NMCM operators who have been around for more than a few years and
have served as Traffic Reps will remember the old MARS Data System
(MDS). That system had much to offer in regard to handling message
traffic. However, it had as well some basic limitations. That system
was replaced in 2008 with the Winlink 2000 system.

2. Winlink 2000 is now the only vehicle available to Navy -Marine Corps
MARS (NMCM) for inter - and intra -Area, Region, and S tate non -net
digital communications.

3. All Traffic Reps, and Alternate and/or potential Traffic Reps, must
learn how to access the Winlink System so they can post and receive
traffic for their state  net(s).

4. In other words, Traffic Reps need to understand the procedures for
getting their message traffic from Winlink 2000 and to its various
destinations using Airmail , Paclink , or WINMOR .

1 PAOG Chapter 7 paragraph 2.B.(2).
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5. This docume nt assumes that the prospective Traffic Rep has a basic
understanding of Airmail . For those who do not, Chapter Il provides
an overview of the Airmail e -mail client .

6. Paclink and WINMOR (RMS Express) will be covered in future
revisions of this document.

C. Prerequisites for being an Arizona NMCM Traffic Representative
1. Required.
a. Commitment to perform Traffic Rep duties on his/her duty day.
b. Airmail (or Paclink or WINMOR ) installed and operational.

c. Basic familiarity with sending and receiving messages via Airmail
See Chapter Il for more details.

d. HF station (required of all MARS personnel).

e. MT63 capability. MT63 is the standard transmission mode in
Arizona for delivering message traffic on the traffic nets.

2. Desired.

a. HF station with terminal node controller ~ (TNC). Whereas a goal of
WINMOR (RMS Express) is to obviate the need for a TNC,
WINMOR is still in the developmental stages. Hence, either an
Internet connectio n or a TNC remains a necessity.

b. VHF station with TNC or sound card interface. Every Auxiliary
Radio Team (ART) should have a someone assigned to Traffic Rep
duties. Intra -ART communications, such as EEIs, SITREPs,
weather reports, or other ECOM traffic for actual events, exercises,
or drills, can be collected aw ay from the primary HF net frequency
via VHF Packet or even MT63 or WINMOR , then be sent on the
primary net as traffic conditions allow.
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II. WINLINK 2000 overview.
A. Winlink structure.

1. Winlink is the name of an entire mobile and fixed -location e-mail
service that is used largely by vessels at sea and land mobile vehicles
to provide a radio link to the Internet for sending and receivinge  -mails
and attachments.

2. Winlink works with four Common Message Servers (CMS) that are
located on the Internet in:

a. Washington, DC.

b. San Diego, CA.

c. Halifax, Nova Scotia.
d. Perth, Australia.

3. The Common Message Servers (CMSs) are the common coordinating
engines at the heart of the Winlink 2000 o0star 6 Network con
They coordinate the traffic between network radio server stations
(RMS gateway stations), and provide the e -mail, telnet, bulletin and
position reporting services. All this is done over the Internet using
TCP/IP for speed, and to use the amateur radio spectrum efficiently.
Winlink gets synergy of both the internet and ra  dio spectrum without
suffering connectivity failures or crowding the amateur bands. Each of
the existing Common Message Servers is a mirror image of the other,
providing continual redundancy should one of these servers become
inoperative. The CMS Telnet server is compatible with AirMail,
Paclink , Outpost, Windows Telpac, Telpac Node/LinuX, Linux RMS
Gateway, RMS Packet , and RMS PACTOR gateway software. There
can be up to five active CMS sites. The sites are geographically
distributed worldwide, are synchronized, and any single site is capable
of handling all traffic for the entire network. 2

3. These CMSs are central to and are used by the other subsystems that
comprise the Winlink System. The Amateur Radio Winlink System is
included among them.

4. Under most conditions, information (i.e., e -mail) processed by Winlink
is handled by the CMSs.

a. The four CMSs are synchronized, meaning that the information on

2 From A Winlink Glossary at http://www.winlink.org/node/11
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each is exactly the same as the information on the others. Hence,
an e-mail i which, in the case of NMCM, should be in naval
message formatii ultimately will end up on all four CMSs.

b. Communications between NMCM users and the Winlink  system are
handled by e-mail client programs, such as Airmail or Paclink .
Airmail, for example, has an Internet Access module, which allows
passing of message traffic via the Internet. Thism odule
communicates directly with the CMSs.

c. Airmail also has an HF Terminal and a Packet Client VHF mode.
These are RF modes that process message traffic through a Radio
Message Server (RMS). Message traffic is passed from the sending
station via radio to an RMS, which in turn sends the traffic to a
CMS via the RMS radio stationds I ntern

5. In addition , paragraph 4.b of Enclosure 2 of Reference A requires that
0 MARS must be capable of operation in 0
l andlines or the | provides thiecapatélity. Wi nlink

B. The Airmail e-mail client .

1. Airmail is a subsystem of the Winlink system described above. There
are other sub -systems, such as Paclink and Sailmail, which are a part
of the Winlink System.

2. These subsystems provide specific features tailored to the various
needs of the stations to which they provide service.

3. Tri-service MARS has selected the Airmail and Paclink subsystems as
the basic vehicles to be used to participate inth e Winlink System.
This document will concentrate on Airmail. Paclink and WINMOR
will be covered in a future revision.

4. Airmail can operate in three modes.

a. Airmail has an Internet Access module that communicates directly
with the CMSs.

b. Airmail also can operate as a TNC -required program that uses
PACTOR to communicate with HF RMSs or Packet for RMSs with
VHF capability.

c. Airmail also has a keyboard -to-keyboard feature for direct (manual)
communications on the radio ports.

5. Airmail is, basically, an Internet e -mail client program.
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a. From a user perspective, an e -mail has two basic sections: a header,
and the text of the e -mail.

(1) The e-mail header contains the address information and a
subject line. The e -mail client program looks at the addresses
in the header and sends the e -mail to its destinations.

(2) Thetextofthee-mai | conveys the sender ds me
used to determine where the e -mail will be sent.

b. Airmail works the same way. Air mail DOES NOT perform any
work on the text of the e -mail message itself.

(1) All forwarding and distribution functions performed by the
subsystem are based on what is in the e -mail header (i.e., the e -
mail addresses of the destinatio n stations), not what is inthe e -
mail text (i.e., the complete naval message).

(2) This presents a challenge to NMCM members who are used to
the old MARS Data System (MDS) mailbox (MBO) system. The
MBO s took care of much of the work of getting an MDS -
formatted message to its destination.

c. Unlike most e -mail client programs, however, certain MARS -
specific formatting of the Airmail  e-mail header subject line IS
required.

C. Drafting/composing messages/e -mails for Airmail

1. As stated above, a message passed via the Airmail /Winlink system
consists of an MDS -formatted message that is embedded in an e -mail.
Hence, it is useful to first draft the MDS message.

a. Use Notepad or Notespad (available on the NMCM Web site) to
compose the MDS message.

b. If some other word processor is used (e.g., Microsoft Word or Open
Office), be sure to savethe MDS message in plain text (
format, not in the word processorodos de
formats insert formatting code(s) that may or may not process
properly as the message progresses through th e system.

2. Include the following in the MDS  message:
a. The DE precedenceand DTG, FM TGO, INFO, BT, and UNCLASInes.
b. The message text in the normal numbered format.

c. BT and NNNNines following the message text. Fo r drill messages,
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insert an OPNOTBetween the BT and NNNNines.

d. Administrative call sign s, such as NNNOOGAC ONE AZ or
NNNOAS9 TWO AZ, may be used in the header of the MDS
message.

e. Admin istrative call signs in this form should not be used inthe e -
mail header. See the discussion below regarding how to handle
these call signs in the e -mail header.

f. SavethisMDS message as
the e-mail that will be created in paragraph 3 below.

a wdl latenbe pastefl intb e .

g. NOTE: Only properly formatted MDS messages may be sent via
Airmail . Any informal (i.e., non -MDS formatted) messages should

be sent via e-mail or some other means.
3. Open the Airmail
a. At the top of the Airmail

program.

resembles a white sheet of paper. See Figure 1.

screen in the tool bar is an icon that

6 AirMail - [Message Index] . EE
2J File Edit View Message Tools Medules Window Help - || %
hj B £ 6
E@ AirMail Message ID ” From | To | Via | Subject | Size ‘ Date 2

=1 C\Progra s\Nnnlbha B IPFGEFRMKFYL MNMNMNOASS MNMNMNOZMS MARS. Telnet. WLZK //MARS R/PACIFIC AREA BCST 13... 3045 2009/12/2418:32
E|[:| Bulletin 1 HIDCIOZFQ2UL MNMMNOASS MNMMNOZMS MARS. Telnet. WL2K JIMARS R/CHIEF MARSINFO BCS... 2584 2000/12/23 23:4¢
L[] Saved B115KBPCOIVONS MNMNMOASS MNMMOZMS MARS. Telnet WL2K /IMARS R/PACIFIC AREA BCST 12.. 2875 2009/12/23 23:4€
w23 m 11076 NNNOJIV Joani Johnson MARS. Telnet. WLZK SIMARS R/MONTHLY FREQ USAG... 1102 2009/12/23 23:4€
B3 Outbox 3E11075_NNNOJV Joani Johnson MARS. Telnet. WLZK SIMARS R/MONTHLY FREQ USAG... 1131 2009/12/23 23:4¢
L0 Saved 1 YB2ZNIZRNSOAR  NMNOASY NMNMNOZMS MARSHF.NNASAZ /IMARS P/NAVYMARS.ORG REJE... 1630 2009/12/22 23:1§
(27 Transit BI121FMC2HNQW2  NMNOASS NMNMOZMS MARS.HF.AABGNM /MARS R/CHIEF MARS INFO BCS... 2390 2009/12/16 23:35
(22 Trash 7116D5BRQGX5KI MNMNMNOASS NMNMOZMS MARSHF.NNASAT SIMARS RAWINMOR RMS TO MA.., 5073 2009/12/16 00:37)=
8177 GES2ERGDIP MNMMNOASS MNMMNOZMS MARS HF.NNASAT J/MARS R/NMCM FUTURE SURVE... 4465  2009/12/16 00:34
1 491471 ODPMZ3 MNMNMNOASY MNMNMNOZMS MARS.HF.NNAJAT JIMARS R/CHIEF MARSINFO BCS... 2634 2009/12/13 22:5¢
0] 5550485BEGEY MNMNMOASS MNMNMNOAMH MARS.HF.NNASAZ /IMARS P/ARMY ECOM ASSIST R... 2363 2009/12/13 22:5¢
8] LESS4KRSP22C MNMNMNOASS NMNMNOZMS MARSHF.NNASAT /MARS R/REGION NIME BCST 12/... 2088 2009/12/08 23:47
11085_NNNOBHA — NNMOBHA MARS. Telnet. WLZK //MARS R/ Test 455 2009/12/06 21:0Z
AZ LIOWL2K User Motice 1980 2009/12/0523:47 |

Figure 1. Airmail screen.

(1) Clicking this icon will open an e
address book. See Figure 2.

-mail compose window and the
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9 AirMail - [Untitled] e . oy S— -y EIEINFS
@ File Edit View Message Tools Modules Window Help mm’?
2 W w dhdEER Ry BEE S
M Post Via: ||
Coc
Subject:
eﬁddms; Properties - — L= | 52 |
Addres:
Name:[NHNOPF] x| [«
To:[MMMIPF Cancel | Cancel
Ce: G = _I
Hew
. Properties
r~Optian: . Delete

Email Gate: Post Yia: IMAHS

Subject: | //MARS R/

Meszage||
Text:

Figure 2. E-mail compose window and address book.

(2) Assume the destination station is not in the address book

(@) Click on New; an Address Properties window will open. See

Figure 3.
€3 AirMail - [Untitied] - (1 >
@ File Edit View Message Tools Modules Window Help r"?"?
Ell el ddEagcr0y BEMZS
E”_ Po;t‘u’ia:"
Ce
Subject:

’
Address Book

iEg

Name Address -

5 dam Grose NNHOIKG 7]

A7 State Director MNHMOGAC L Cancel
Bill Pfingstag MNMOGHC 0

Bob Jenney MNMMOHP Mew

Ed Osborme MMMOFLL

Hal Jahnson MNMOUYH Ernperliesl
Jimn [kebrk) kebrk @airmail2000. com

JoaniJohnson MMM ~ _Delete |

¥ Remember selection

Parameters: [uze the Properties button to change]
Send Via MARS

Subject: //MARS RS

Figure 3. Adding a new address to the address book.

(b) In the Name: box, put the call sign of the station to which
you are sending the e -mail.

NOTE: Airmail usesthe To: box, not the Name: box, to
route the e -mail to the dest ination station. Hence, proper
names will work in the name box, though some sources say
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not to use them.

(c) The Name: box might also be used for administrative call
signs, providing that a valid call sign is used in the To: box.
Example: Put NNNOGAC THREE AZ inthe  Name: box and
NNNOJJV inthe To: box. The address book puts the list of
addees in Name: order, not To: order.

(d) Inthe To: box put the call sign or the e-mail address of the
station to which the e -mail is to be sent. DO NOT use
administrative call signs inthe  To: box, unless they have
been proven to work and the st ation has a Winlink account
using the call sign.

b. Traffic Reps should have the addresses of the various state
mailboxes in their address book . Refer to Chief MARS BCST 04 -08
for state /region/area mailbox call signs.

4. Click inthe Post Via: box and enter MARS.
5. Clickinthe Subject: line and enter //MARS R/.

NOTE: The entry inthe Subject: line is a mandatory entry and MUST
be on every MARS e-mail sent via Airmalil

a. For priority precedence traffic, the R would be changed to P.
b. For operational immediate traffic, the R would be changed to an O.

c. Additional Subject:i nf or mati on may be added aft
e.g.,/IMARS R/TEST.

6. Click on OK. The address book will reappear.
a. The station that was just entered should be  highlighted.

b. Click on OK. The e-mail compose screen will return, with the just -
entered call sign and Subject: line filled in as they were entered in
the address book.
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&3 AirMail - [Untitled] ‘ [r— —— ‘ » ‘ = | E S
BE\I& Edit  View Message Tools Moedules Window Help = || &
5] 8 e B v 78
M|"NNNOPFJ"<NNNOPFJ> Post Via: | [MARS

Cc: |["NMNMOBHA" <MNNOBHA>

Subject:|//MARS R/REQUEST FOR FREQU ENWG E REPORTS

DE NNNOBHA 063 N
R 2418267 DEC 2009

M NNNQBHA AZ

TO NNNOGAE NGB

TNFO NNNOBHLZ A7

BT

UHELAS

SUBJ: REQUEST FOR FREQUENCY USLAGE REPORTS FOR QCT-NQV 2009
1. ON 19 QCT 2009 I WAS APPOINTED AS NNNOASS THREE. AT
PRESENT I DO NOT HAVE THE NGZA FREQUENCY USAGE REPORTS FOR
QCT AND NQV 2009. PLEASE RESEND TC ME AT DELJE (AT)AQL.COM AT
YOUR CONVENIENCE. ALL FUTURE FREQUENCY USAGE REPORTS SHOULD
BE SENT TO ME AS WELL.

BT

WINN

Figure 4. MDS message ready for transmission via Airmail.

7. Now bring up the MDS -formatted message previously composed. Copy

and paste it into the text section of the e

-mail. See Figure 4.

8. Go through the list of addees in the MDS message.

a. Add any additional TOaddeesd

Make sure there is a comma and space between addees.

akk sigasdorttee | To: line.

b. Sometimes it may be necessary to use the compl ete e-mail address
of the addee in the To: line of the e -mail header.

c. Note that clicking the To: button will bring up the address book
screen and allow selection of additional addees. Airmail
the necessary comma and space between addees.

will insert

d. An error window may appear when adding multiple addees. Click
on Ignore to leave the entry or OK to change it.

9. Now go through the list of INFO addees in the MDS message. Add the
personal call sign or complete e-mail address of each INFO addee to the

CC: line of the e -mail.

NOTE: If a station listed in the MDS  message header has or will
receive this messag e by other means, be sure put ZEN/ in front of the
callsigni n t he MDS message. Do
sign or e-mail address in the e -mail header.

notealput

10. At the top of the e -mail co mposition screen is an icon showing a small

rural -type mailbox . See Figure 4.

a. Click the icon. The e -mail will be posted for delivery and the
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Airmail Message Index window will ope n.
b. The posted message will appear in the Outbox.

c. Double click the message to proof read or edit it. Be sure to repost
the message after editing is complete.

D. Sending the message.

To send the message, either bring up the HF Terminal module and
manually connect to an RMS station, or bring up the  Internet Access
module and use it.
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V. Duties of a Traffic Representative.
A. How does an NMCM net Traffic Rep fit into the Winlink  system?

1. Effective 1 September 2008, Chief MARS directed that all NMCM
stations cease using the then -existing digital MDS MBOs and begin
using Winlink as the primary message delivery system. At that time,
all MBOs were turned off.

2. Winlink is now the only vehicle for inter - and intra - Area, Region and
State non -net digital communications.

3. All Traffic Rep and Alternate and/or potential Traffic Reps need to
learn how to access the Winlink System so that they can post and
retrieve traffic for their net(s).

4. Many of the message processing operations that the MDS MBOs used
to perform in the background must now be done manually with
Winlink . For traffic nets, that manual processing now is done by the
Traffic Rep .

B. Traffic Rep duties.
The Traffic Rep is expected to perform the following duties

1. Access the state mailbox via Airmail /Paclink several times during the
duty day.

2. Download all traffic from the state  mailbox . Airmail does this
automatically when the mailbox is accessed.

3. Review the addees on the various messages downloaded and prepare a
traffic li st to be brought to the traffic net. NOTE: The Traffic Rep is
not responsible for delivering messages to addees preceded by ZEN/ .

4. On net check in, list the traffic held. Listing can be done by voice or by
MT63 traffic list .

5. Pass the message traffic as directed by net control.

6. Process messages that cannot be delivered on the traffic net for
delivery on another net or by another means.

7. Accept message traffic from other stations on the net as directed by net
control. Process such messages for delivery on another net or by
another means.

These duties are discussed below.
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V.

the duty day.

A. Accessing the state mailbox .

DUTY 1: Access the state mailbox via Airmail/Paclink several times during

1. Openthe Airmail program. Select Tools,then Op t i o.nSeéFigure
5.
2. Select the Settings tab, then, under System Settings, select the MARS
tab.
3. Inthe Callsign: box, enter the callsign of the Arizona state  mailbox,
NNNOYAC. See Chief MARS Broadcast (CMB) 04 -08.
4. No other changes are necessary.
5. Click OK.
eAirMailf[MessageIndex] o~ P ‘ h ' " ll=l l X3 ‘
D) File Edit View Message Tools Modules Window Help
o ® £9
E--@ AirMail Message ID ” From |T0 |Via | Subject ‘ S\ze| Date | File
=] D C:\Program files\Nnn9ac a
E-[Z1 Bulletin
AirMail Options (i |

BES Forwarding Protocal

[~ Hide Passwords

Usze basic BBS pratocol only

Offer FBE ASCH protocol ["F] ©

Offer FEE Binary Level O ["BF"]

Offer FBB Binary Level 1 ["B1F')

Offer FBE Binary Level 2 ['B2F")
FBB Receive First [~

Connection l Fulders] AuluAnswerl Huul\ng] Forts ] Mudules] Spe\lingl
Swpstem Sett Keyboard Made Station Location
HAM ] MaRs | PTP | Autownag: [58 Lat: [31°5551N
Callsign: [MMN3AC Send words{* Lon: |110°51.34%,
1D Sting: Wwhole lines Grid: [DM4 1w
Fadio Password: SendQTH

Messages

Curent message number: | 1087
M aw characters per line: |68

Show Header Panel v

Show Local Time Zone [
Close Replied-to meszage v
-

Defer Incoming larger than: ’D—
Reject incorming larger than: |0

Iv Show Hints

Apply | Cance|| oK |

Figure 5. Airmail Options screen entry for state mailbox access.

NOTE: Be sure to change the Callsign: box back to your personal callsign
when Traffic Rep duties have been completed. If this is not done, you will

access the state mailbox the next time you sign on to Airmail
messages in the mailbox will download to your computer, and you will be
responsible for delivering them.

B. Creating a new instance of Airmail .

, all

1. Rather than changing the Callsign: box each Traffic Rep duty day, itis
easier and safer to create a separate instance of Airmail as shown in
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Figure 6.

2. Locate the Program Files folder. The MARS Airmail  folder should be
in the right -hand window.

3. Right click the MARS Airmail folder and select Copy from the
dropdown menu.

—
s

Figure 6. Multiple instances of Airmail.

4. Right click on an empty place in the Program Files folder (i.e., deselect
the MARS Airmail folder). From the dropdown menu select Paste. In
the example shown in Fi guomofNNNOBHAe copy
Airmail. 6

5. Change the name NNN9AQArmal.cbpy to 0O

6. Open the NNN9AC Airmail folder, create a shortcut to the Airmail3.exe
file, and drag the shortcut to the desktop.

7.0n the desktop, r e NNNC TtafficcRes o rotr c sto,meo
other appropriate name.

8. Open the newly -created NNN9AC Airmail program, select Opt i ons é
from the Tools menu. Select the Settings tab, then the MARS tab.
Enter NNN9AC in the Callsign: box. Click OK.

NOTE: It may be necessary to manually delete any messages left in
the Inbox and Outbox of the new NNN9AC Airmail folder.
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